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Important Installation Instructions

Power, Input, and Output (I/O) wiring must be in accordance with Class I, Division 2 wiring methods, Article 501-4 (b)
of the National Electrical Code, NFPA 70 for installation in the U.S., or as specified in Section 18-1J2 of the Canadian
Electrical Code for installations in Canada, and in accordance with the authority having jurisdiction. The following
warnings must be heeded:

A WARNING - EXPLOSION HAZARD - SUBSTITUTION OF COMPONENTS MAY IMPAIR SUITABILITY FOR
CLASS I, DIV. 2;

B WARNING - EXPLOSION HAZARD - WHEN IN HAZARDOUS LOCATIONS, TURN OFF POWER BEFORE
REPLACING OR WIRING MODULES

C WARNING - EXPLOSION HAZARD - DO NOT DISCONNECT EQUIPMENT UNLESS POWER HAS BEEN
SWITCHED OFF OR THE AREA IS KNOWN TO BE NON-HAZARDOUS.

D THIS DEVICE SHALL BE POWERED BY CLASS 2 OUTPUTS ONLY.

MVI (Multi Vendor Interface) Modules

WARNING - EXPLOSION HAZARD - DO NOT DISCONNECT EQUIPMENT UNLESS POWER HAS BEEN
SWITCHED OFF OR THE AREA IS KNOWN TO BE NON-HAZARDOUS.

AVERTISSEMENT - RISQUE D'EXPLOSION - AVANT DE DECONNECTER L'EQUIPEMENT, COUPER LE
COURANT OU S'ASSURER QUE L'EMPLACEMENT EST DESIGNE NON DANGEREUX.

Warnings

North America Warnings

Power, Input, and Output (I/O) wiring must be in accordance with Class I, Division 2 wiring methods, Article 501-4 (b)
of the National Electrical Code, NFPA 70 for installation in the U.S., or as specified in Section 18-1J2 of the Canadian
Electrical Code for installations in Canada, and in accordance with the authority having jurisdiction. The following
warnings must be heeded:

A Warning - Explosion Hazard - Substitution of components may impair suitability for Class |, Division 2.

B  Warning - Explosion Hazard - When in hazardous locations, turn off power before replacing or rewiring modules.

C Warning - Explosion Hazard - Do not disconnect equipment unless power has been switched off or the area is
known to be non-hazardous.

Avertissement - Risque d'explosion - Avant de déconnecter I'équipement, couper le courant
ou s'assurer que I'emplacement est désigné non dangereux.
D Suitable for use in Class I, Division 2 Groups A, B, C and D Hazardous Locations or Non-Hazardous Locations.

ATEX Warnings and Conditions of Safe Usage
Power, Input, and Output (I/O) wiring must be in accordance with the authority having jurisdiction.

A Warning - Explosion Hazard - When in hazardous locations, turn off power before replacing or wiring modules.

B  Warning - Explosion Hazard - Do not disconnect equipment unless power has been switched off or the area is
known to be non-hazardous.

C These products are intended to be mounted in an IP54 enclosure. The devices shall provide external means to
prevent the rated voltage being exceeded by transient disturbances of more than 40%. This device must be used
only with ATEX certified backplanes.

D DO NOT OPEN WHEN ENERGIZED.

Battery Life Advisory

The MVI146, MVI56, MVI56E, MVI69, and MVI71 modules use a rechargeable Lithium Vanadium Pentoxide battery to
backup the real-time clock and CMOS. The battery should last for the life of the module. The module must be
powered for approximately twenty hours before the battery becomes fully charged. After it is fully charged, the battery
provides backup power for the CMOS setup and the real-time clock for approximately 21 days. When the battery is
fully discharged, the module will revert to the default BIOS and clock settings.

Note:The battery is not user replaceable.



Markings

Electrical Ratings

Backplane Current Load: 800 mA @ 5.1 Vdc; 3 mA @ 24 Vdc

Operating Temperature: 0°C to 60°C (32°F to 140°F)

Storage Temperature: -40°C to 85°C (-40°F to 185°F)

Shock: 30 g, operational; 50 g, non-operational; Vibration: 5 g from 10 Hz to 150 Hz

Relative Humidity: 5% to 95% with no condensation

All phase conductor sizes must be at least 1.3 mm(squared) and all earth ground conductors must be at least
4mm(squared).

> > > >

Label Markings
ATEX

I13G

EEX A IIC T6

0°C <= Ta <= 60°C

cULus

E183151

Class | Div 2 Groups A,B,C,D
T6

-30°C <=Ta <=60°C

Agency Approvals and Certifications

Agency Applicable Standard
RoHS
CE EMC-EN61326-1:2006; EN61000-6-4:2007
ATEX EN60079-15:2003
cULus UL508; UL1604; CSA 22.2 No. 142 & 213
CB Safety CA/10533/CSA
IEC 61010-1 Ed.2; CB 243333-2056722 (2090408)
GOST-R EN 61010
CSA EN 61010

ois & @ (€ P @

243333 MEO6 E183151
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Guide to the MVI56-103M User Manual

Function Section to Read Details
Introduction Start Here (page 11) | This section introduces the customer to the
(Must Do) module. Included are: package contents,

system requirements, hardware installation, and
basic configuration.

Diagnostic and
Troubleshooting

Diagnostics and
Troubleshooting
(page 67)

This section describes Diagnostic and
Troubleshooting procedures.

Reference

Product Specifications

Functional Overview

Reference (page 89)
Product
Specifications (page
90)

Functional Overview

These sections contain general references
associated with this product, Specifications, and
the Functional Overview.

Support, Service, and
Warranty

Index

Support, Service
and Warranty (page
141)

Index

This section contains Support, Service and
Warranty information.

Index of chapters.
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1 Start Here

In This Chapter

x  System Requirements

x  Package Contents

X Setting JUMPETS .....oviiiiiii et

x Installing the Module in the Rack............cccceeeiiiiiiiiiieiin,

x  Connecting Your PC to the ControlLogix Processor
x  Opening the Sample Ladder Logic

x  Downloading the Sample Program to the Processor

x  Connecting Your PC to the Module ...........ccoccoieiiiieiniiieeee

To get the most benefit from this User Manual, you should have the following

skills:

A Rockwell Automation®RSLogi x E s tdnthwhe pregram, configure

ladder logic, and transfer the ladder logic to the processor

A Microsoft Windows: install and launch programs, execute menu commands,

navigate dialog boxes, and enter data

A Hardware installation and wiring: install the module, and safely connect
103 and ControlLogix devices to a power source and to the MVI56-103M

modul eds application

port (s)

ProSoft Technology, Inc.
February 22, 2013
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1.1  System Requirements

The MVI156-103M module requires the following minimum hardware and software
components:

A Rockwell Automation Cont rnphtbloppiex E processor, w
supply and one free slot in the rack, for the MVI156-103M module. The module
requires 800 mA of available power.

A Rockwell Automation RSLogix 5000 programming software version 2.51 or
higher

A Rockwell Automation RSLinx communication software

A Pentium® Il 450 MHz minimum. Pentium Il 733 MHz (or better)
recommended

A Supported operating systems:
o Microsoft Windows XP Professional with Service Pack 1 or 2
o Microsoft Windows 2000 Professional with Service Pack 1, 2, or 3
o Microsoft Windows Server 2003

A 128 Mbytes of RAM minimum, 256 Mbytes of RAM recommended

A 100 Mbytes of free hard disk space (or more based on application
requirements)

A 256-color VGA graphics adapter, 800 x 600 minimum resolution (True Color
1024 3 768 recommended)

A CD-ROM drive

A ProSoft Configuration Builder, HyperTerminal or other terminal emulator
program.

Note:You can install the module in a local or remote rack. For remote rack installati n, the module
requires EtherNet/IP or ControlNet communication with the processor.
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1.2 Package Contents

The following components are included with your MVI56-103M module, and are
all required for installation and configuration.

ImportantBefore beginning the installation, please verify that all of the following iter s are

present.
Qty. Part Name Part Number Part Description
1 MVI156-103M Module  MVI56-103M IEC 60870-5-103 Master Communication
Module
1 Cable Cable #15, RS232 For RS232 Connection to the CFG Port
Null Modem
3 Cable Cable #14,RJ45t0 For DB9 Connection t
DB9 Male Adapter
cable
2 Adapter 1454-9F Two Adapters, DB9 Female to Screw
Terminal. For RS422 or RS485
Connections to Port 1 and 2 of the Module
1 ProSoft Solutions CD Contains sample programs, utilities and

documentation for the MVI56-103M module.

If any of these components are missing, please contact ProSoft Technology
Support for replacement parts.
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1.3 Setting Jumpers

If you use an interface other than RS-232 (default), you must change the jumper
configuration to match the interface. There are three jumpers located at the
bottom of the module.

The following illustration shows the MV156-103M jumper configuration:

| NG

SETUP

SHUNT
!O

NOT JUMPERED

2

&

['5

Rs-23z—+ CHY
Rs-422-MC O
Rs-485—{ 0O

RS-232 -1+

1 Setthe PRT 2 (for application port 1) and PRT 3 (for application port 2)
jumpers for RS232, RS422, or RS485 to match the wiring needed for your
application. The default jumper setting for both application ports is RS-232.

2 The Setup Jumper acts as "write protection”
In "write protected" mode, the Setup pins are not connected, and the
modul ebs firmware cannot be overwritten. Do
together unless you are directed to do so by ProSoft Technical Support.
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1.4

Installing the Module in the Rack

If you have not already installed and configured your ControlLogix processor and
power supply, please do so before installing the MVI56-103M module. Refer to
your Rockwell Automation product documentation for installation instructions.

WarningYou must follow sdfety instructions when installing this or any other electro
devices. Failure to follow safety procedures could result in damage to hardware or
serious injury or death to personnel. Refer to the documentation for each device yc
connect to verify that suitable safety procedures are in place before installing or se
device.

After you have checked the placement of the jumpers, insert MVI56-103M into
the ControlLogix chassis. Use the same technique recommended by Rockwell
Automation to remove and install ControlLogix modules.

WarningWhen you insert or remove the module while backplane power is on, an el
can occur. This could cause an explosion in hazardous location installations. Verify
remove or the area is Auazardous before proceeding. Repeated electrical arcing ca
excessive wear to contacts on both the module and its mating connector. Worn cor
create electrical resistance that can affect module operation.

1 Turn power OFF.
2 Align the module with the top and bottom guides, and slide it into the rack
until the module is firmly against the backplane connector.

ic

ata, or even
I plan to
ficing the

ctrical arc
that power is
ses

acts may
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Slot 1

MVI56 Module

]

3 With a firm but steady push, snap the module into place.

4 Check that the holding clips on the top and bottom of the module are securely
in the locking holes of the rack.

5 Make a note of the slot location. You must identify the slot in which the
module is installed in order for the sample program to work correctly. Slot
numbers are identified on the green circuit board (backplane) of the
ControlLogix rack.

6 Turn power ON.

Note:lf you insert the module improperly, the system may stop working, or may bel we
unpredictably.
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1.5 Connecting Your PC to the ControlLogix Processor

There are several ways to establish communication between your PC and the
ControlLogix processor. The following steps show how to establish
communication through the serial interface. It is not mandatory that you use the
processor's serial interface. You may access the processor through whatever
network interface is available on your system. Refer to your Rockwell Automation
documentation for information on other connection methods.

1 Connect the right-angle connector end of the cable to your controller at the
communications port.

Communications
Port

2 Connect the straight connector end of the cable to the serial port on your
computer.
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1.6 Opening the Sample Ladder Logic

The sample program for your MV156-103M module includes custom tags, data
types and ladder logic for data 1/0 and status monitoring. For most applications,
you can run the sample ladder program without modification, or, for advanced
applications, you can incorporate the sample program into your existing
application.

The inRAXx Solutions CD provides one or more versions of the sample ladder
logic. The version number appended to the file name corresponds with the
firmware version number of your ControlLogix processor. The firmware version
and sample program version must match.

1.6.1 Configuring the RSLinx Driver for the PC COM Port
If RSLogix is unable to establish communication with the processor, follow these
steps.

1 Open RSLinx.
2 Open the COMMUNICATIONS menu, and choose CONFIGURE DRIVERS.

File View EeGnBGTelnGE8 Station DDE/OPC

ﬁ g[ RSWho
Configure Shortcuts.. .
Configure Client Applications. ..
Configure CIF Options...

Driver Diagnostics...
CIP Diagnostics...

This action opens the Configure Drivers dialog box.

Configure Drivers Elg‘
Available

R5-232D

Configured D rivers:

Mame an: d Description Status

AB_DF1-1 DF1 Sta: 0 COM1: RUNNING Running Configure. .

AB_ETHIF-1 A8 Ethemet RUNNING Runnin g

Note:lf the list of configured drivers is blank, you must first choose and configure a river from the
Available Driver Types list. The recommended driver type to dabosenfousgration wir
the processorRsS232 DF1 Devices
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3 Click to select the driver, and then click CONFIGURE. This action opens the
Configure RS-232 DF1 Devices dialog box.

Configure RS-232 DF1 Devices

Device Mame:  AB_DF1-1

Comm Fort: | COM1 - Device: |Logis 5550 / CompactLogx v |

Baud Rate: |19200 - Station Mumber: ,mi

[Decimal]

Parity: | Mone - Error Checking: |CRC -

Stop Bits: |1 - Protocol:  |Full Duplex =
Auto-Configure

[~ Use Modem Dialer

Cancel | Delete | Help |

4 Click the AuTO-CONFIGURE button. RSLinx will attempt to configure your
serial port to work with the selected driver.

5 When you see the message Auto Configuration Successful, click the OK
button to dismiss the dialog box.

Note:lf the autoonfiguration procedure fails, verify that the cables are connected co -ectly
between tharocessor and the serial port on your computer, and then try again. If yo are still
unable to autmnfigure the port, refer to your RSLinx documentation for further trout eshooting
steps.
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1.7 Downloading the Sample Program to the Processor

Note:The key switch on the front of the ControlLogix processor must ba iRR@GRENM
position.

1 If you are not already online with the processor, open the Communications
menu, and then choose DOWNLOAD. RSLogix 5000 will establish
communication with the processor. You do not have to download through the
processor's serial port, as shown here. You may download through any
available network connection.

2 When communication is established, RSLogix 5000 will open a confirmation
dialog box. Click the DOWNLOAD button to transfer the sample program to the
processor.

Download El

' Download to the contraller:

A M ame: My_Controller
Type: 1756-L63 ControlLogic5563 Controller
Path: AB_DF1-1

Security:  <Mone>

Download | Cancel | Help |

3 RSLogix 5000 will compile the program and transfer it to the processor. This
process may take a few minutes.

4 When the download is complete, RSLogix 5000 will open another
confirmation dialog box. If the key switch is in the REM position, click OK to
switch the processor from PROGRAM mode to RUN mode.

RSLogix 5000

! ! Done downloading. Change controller mode back to Remate Run?
L3

Es Mo |

Note:lf you receive an error message during these steps, refer to your RSLogix doc¢ imentation to
interpreand correct the error.

Page 20 of 152 ProSoft Technology, Inc.
February 22, 2013



MVI156L03MDEontrolLogix Platform Start Here
IEC 6087%6-103 Master Communication Module User Manual

1.8 Connecting Your PC to the Module

With the module securely mounted, connect your PC to the
Configuration/Debug port using an RJ45-DB-9 Serial Adapter Cable and a Null
Modem Cable.

1 Attach both cables as shown.

2 Insert the RJ45 cable connector into the Configuration/Debug port of the

module.
3 Attach the other end to the serial port on your PC.

. % .

iopO 3

Null Modem Cable to PC —//—'J

RJ45 to DBY Pigtail Cable — u }E}’i
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2 Configuring the MVI56-103M Module

In This Chapter

x  Configuration File
X Quick Start

x  [Backplane Configuration]

X [IEC-870-5-103 MASEM .......veoveeeeeeeeseeeeeeeeeeeseesreseeeneene

x  [IEC-870-5-103 Master Port x]
x  [IEC-103 Master Commands]

X [IEC-103 Master SESSION X]......cuveeerrrrrrernirieeinieeeanieeenaes

x  [IEC-103 Master Session x Sector y]

x  Uploading and Downloading the Configuration File
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2.1 Configuration File

The MVI156-103M module stores its configuration in a text file called
IEC103M.CFG, located in the module's flash memory. When the module starts
up, it reads the configuration file and uses the information to control how the 103
protocol interacts with the module's application port(s).

The configuration file is arranged in Sections, with a heading in [ ] characters at
the beginning of each section. Each Section contains a list of Parameters and
Values, followed by an optional Comment that explains the parameter.

The following illustration shows an example of a Section, a Parameter, a Value,
and a Comment.

J'_A_'\

[Modulea]

Module Wame : FProSoft Communication Module Tast # Up to B0 characters
L A LY Jd N\ — 4
[ Parameter] [ Value ] [ Comment ]

The Parameter must be followed by a [:] (colon) character. The text following the

[:]is a Value.

The module ignores "comment" text following the [#] character. Use comments to

document your configuration settings.

You can get a sample configuration file for the module in the following places:

A Copy the IEC103M.CFG from the module's flash memory to your PC

A Copy the IEC103M.CFG from the ProSoft Solutions CD-ROM supplied with

~ the module

A Download the IEC103M.CFG from the ProSoft Technology web site at
www.prosoft-technology.com
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2.1.1 Editing the Configuration File

The DNPSNET_Q.CFG file consists of the following sections:

[Module]

[Backplane Configuration]

[DNP ENET Slave]

[DNP ENET IP Addresses]

[DNP Slave Binary Inputs]

[DNP Slave Analog Inputs]

[DNP Slave Float Inputs]

Important notes to consider when editing the sample configuration file:
Comments within the file are preceded by the pound (#) sign. Any text on a
line that occurs after the # character will be ignored.

Do not use tabs or other non-printing characters instead of spaces to
separate parameters (spacebar).

Parameter names must begin in the first column of a line, and may not be
preceded with a space (spacebar) or other non-printing character.

The IEC103M.CFG file is a plain ASCII text file. Use a text editor such as
Notepad.exe (included with Microsoft Windows) to open and edit the file.

To open the configuration file in Notepad

1 Click the START button, and then choose PROGRAMS

2 Expand the Programs menu, and then choose ACCESSORIES.
3 On the Accessories menu, choose NOTEPAD.

B oo |
4 In Notepad, open the FILE menu, and then choose OPEN

File Edit Format View Help

New Cirl+

Open... Ccirl40

Save Cirl+5
Save As...

> > >

Page Setup...
Print... Ctrl+P

Exit
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5 Inthe Open dialog box, select ALL FILES in the Files of Type: dropdown list.

Open (7] ]
Loak in: IL'f)inRAx j Q F 2 [E-
|C") LadderLogic
IC2) Manuals
IC7) Samples
IC0) Utilities
File name: I j Open I
Flesoftype: Al Fies =l Cancsl_|
Encoding:

4

Tip:Sample configuration files are stored under the LadderLogic folder on the ProS ift Solutions
CBDROM.

6 Navigate to the folder containing the configuration file, and then select the file
to edit.

7 Click OPEN to open the file.

8 When you have finished editing, SAVE the file and close Notepad.

ImportantChanges to the configuration file will not take effect until you download th  file to the
module, and then reboot the module.

Page 26 of 152 ProSoft Technology, Inc.
February 22, 2013



MVI156L03MDEontrolLogix Platform Configuring the MV1B@M Module
IEC 60876-103 Master Communication Module User Manual

2.2

Quick Start

This section provides the steps required to configure the module. After you
download the sample configuration file, please perform the following steps:

Step 1: Configure the Number of Slaves (Sessions)

The IEC 60870-5-103 protocol is a Master-slave protocol where the slaves are
typically protection equipments for substations. The MVI56-103M module
supports up to 32 slaves (total) connected to its application serial ports. Each
slave has to be configured as a session. Refer to the configuration file to enter
the number of slaves that will be connected to the MVI56-103M module:

[IEC - 870-5- 103 Master]

Session Count: 5 #1 to 32 - maximum number of slaves on all channels
In the example above, the module will only poll sessions 0 to 4. The module
would not poll sessions 5 to 31.

In Step 3, you will configure each session as an actual slave in the network.

Step 2: Configure the Port Communication Parameters

The user should configure the port communication parameters in order to enable
data transfer between the Master and the slave(s). The port communication
parameters include baud rate, parity, RTS ON, RTS OFF and Minimum Delay.
The IEC 60870-5-103 protocol uses two baud rates: 19200 or 9600 kb/s and
even parity.

Refer to the [IEC-870-5-103 Master Port 0] section in the configuration file in
order to configure the communication parameters for the 103M port:

[[EC -870- 5- 103 Master Port 0]
# Communication Parameters

Baud Rate : 19200 #Baud rate for port 9600 - 19200
Parity : E #N=None, O=0dd, E=Even, M=Mark, S=Space
RTSOn : 0#0 - 65536 mSec be fore message

RTS Off : 1#0 - 65536 mSec after message

Minimum Delay : 10 #Minimum # of mSec before response sent

Receive Timeout: 2000 #Maximum mSec from first char to last to wait

# These parameters are protocol specific

Single char ACK FO0,1 or 3: Y #Single E5 resp to ACK func 0, 1 & 3 req (Y/N)
The user should also configure the jumpers located at the bottom of the module
to select the correct electrical interface mode: RS-232, RS-422 or RS-485.

Step 3: Configure the Session (Slave) Poll Parameters

According to the IEC 60870-5-103 protocol, the Master cyclically polls data from
the slaves. The data is classified into two classes; Class 1 and Class 2. Events
belong to Class 1 and analog data to Class 2. The module can request data
through Class 1 or Class 2 requests. Responses to control command and
general interrogation commands are also sent as Class 1 data.

Refer to the [IEC-103 Master Session x] section in the configuration file in order
to configure how each slave will be polled.
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Initially, the user should enter the MVI156-103M port number that will be
connected to the session (slave) using the "Communication Port" parameter.
Valid values are O or 1.

These parameters include the Data Link Address, which is the slave address that
identifies all protection equipment on the network. There should be a unique
number for each slave on the network. There are also certain parameters that
pertain to how the Class 1 and Class 2 polls will be used for data transfer.

You must enter the number of sectors for each session using the Sector Count
parameter. The module accepts up to 5 sectors per session.
[IEC - 103 Master Session 0]

Communication Port : 0 #Index of COM port for session (0 or 1)
Sector Count : 5 #5is max for this version of app
DataLink Address : 0 #Range is 0 to 65535 DL address of slave
Failure Delay : 3 #Min Sec to delay before poll of offline slave
#(0 to 2000 seconds)
Confirm Timeout  : 20000 #0 to 4,294,967,295 msec to wait for DL confirm
Retry Count . 5 #0to 255 retries for if no confirm
Response Timeout : 5000 #Timeout for confirm of req (0 to 4,294,967,295
msec)
C1/C2 Poll Count Pend: 6 #Class 1 or 2 polls before next slave tried (0 -
65535)
Cla ss 1 Polls : 10 #Max Class 1 polls to this session
Class 1 Pend delay : 1000 #Min mSec delay between call (0 to 4,294,967,295
msec)
Class 2 Pend delay : 1000 #Min mSec delay between call (0 to 4,294,967,295
msec)
Class 1 Poll delay : 1000 #Min mSec delay between call (0 to 4,294,967,295
msec)
Class 2 Poll delay : 1000 #Min mSec delay between call (0 to 4,294,967,295
msec)

This step should be repeated for each session to be used. For example, if the
user selected 8 sessions during Step 1, he or she should configure sessions 0 to
7

[IEC - 103 Master Session 0]

[IEC - 103 Master Session 1]

[IEC - 103 Master Session 2]

[IEC - 103 Master Session 3]

[IEC - 103 Master Session 4]

[[EC - 103 Master Session 5]

[IEC - 103 Master Session 6]

[IEC - 103 Master  Session 7]

Step 4: Sector (Data Set) Configuration

For each session (slave), you must configure one or more sectors (maximum of
5). A sector is a data set defined by the vendor. Each sector is identified by the

Common ASDU Address parameter in the [IEC-103 Master Session x Sector 0]
area in the configuration file. This area also contains some parameters that will

affect the module initialization procedure.

[IEC - 103 Master Session 0 Sector 0]
Common ASDU Address : 0 #Range 0 to 255 Sector address
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#Req init requests when session first online (not req if slave sends# EOI

sequence)

Online Time sync : Y #Send time sync message when first online

Online General Int : Y #Send general interrogation

#Req init requests when EOI (end of initiali zation) received from slave
EOI Time sync : Y #Send time sync message when first online

EOI General Int  : Y #Send general interrogation

# Database definition for this session/sector

# Types are as follows:

#

# Monitored ASDU Types

# 1=Time -tagged message (bit addressed with 2 bits/point)

# 2=Time - tagged message with relative time (bit addressed with 2

bits/point)

# 3 =Measurands | (4 word values using word address using double - word
address)

# 4=Time - tagged measurands wi th relative time (1 float value)

# 5 = Identification (12 characters using a byte address)
# 9 = Measurands Il (9 word values using word address)
# 205 = SIEMENS Meter Data (Private Range)
#
# Point Index is the information object number in the slave unit.
# ASDU Index Description
1 Bit address with each point occupying 2 bits
2 Bit address with each point occupying 2 bits
3 Word address with each point occupying 4 words
4 Double - word address for the single float value
5 Byte address with each point occupying 12 bytes
9 Word address with each point occupying 9 words
205 Double - word address for each meter point

HoH HHHHHH

# Function Code Values
# Code Definition

# 128 Distance protection
# 160 Overcurrent p rotection
# 133 Energy
# 176 Transformer differential protection
# 192 Line Differential protection
# 255 Global function type
#
# Database Index = Database address in module
#
# ASDU Database Function Point
# Type Index Code Index
START
1 0 128 16
1 16 128 18
1 32 128 19
1 48 128 20
1 64 128 21
1 80 128 22
1 96 128 23
1 112 128 24
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1 128 128 25
1 144 128 26
205 100 133 51
205 100 133 52
END
This step should be repeated for each sector used by the application. The
module will only use the sectors configured in the previous step.

Step 5: Monitor Point Configuration (Monitor Direction)

After the slave receives a Class 1 or Class 2 request from the Master, it responds
with a message containing data. Each piece of equipment is normally configured
to respond with specific points when it is being polled with a Class 2 request.
During a Class 2 response, the slave may set a control bit (ACD) to inform the
Master that there are new events to be transmitted. Then, the Master will send a
Class 1 poll to read the events from the slave.

The IEC 60870-5-103 protocol states that the data is transferred between the
Master and slave using an ASDU (Application Service Data Unit) format. Each
format is given by:

Type ldentification
Variable Structure Qualifier
Cause Of Transmission
Common Address of ASDU
Function Type

Information Number

Dat aé

Refer to the protection equipment specification for the following information about
each point:

A Type: Type of the message
A Function Type: Type of protection function
A Information Number: Point Identification

This information will identify each point in the MVI56-103M configuration file. The
user has to configure the points that will be updated in the MVI56-103M database
when a Class 2 or Class 1 response containing data is sent from the slave. Refer
to [IEC-103 Master Session x Sector y] section in the configuration file in order to
configure each point:

# ASDU Database Function Point

To T I 3> Do I I

# Type Index Code  Index
START

1 0 128 16

1 16 128 17

1 32 160 18

1 48 176 19

1 64 192 20

1 80 128 21

END
Where the user should enter:
ASDU Type: ASDU type for the point
Function Type: Function type for the point
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Point Index: Information number for the point

Database Index: The MVI56-103M database location where the value will be
copied. Special attention should be considered since the type of addressing will
depend on the ASDU type:

ASDU Type DB Addressing
Bit address with each point occupying 2 bits

Bit address with each point occupying 2 bits

Word address with each point occupying 4 words

Double-word address for the single float value

Byte address with each point occupying 12 bytes

|l wWIN|F

Word address with each point occupying 9 words

205 SIEMENS Meter Data (Private Range)
Double-word address for each meter point

For example, in order to configure the following points:

A Time-tagged message point with information number 17 (teleprotection

active) and distance protection function (128). The value will be copied to bits

0 and 1 in word 1 (second word) in the modu
A Measurands | point with information number 144 (measurands 1) and

overcurrent protection function (160). The value will be copied to word 50 in

the modul ebs database.

The following configuration information should be entered:

# ASDU Database Function Point
# Type Index Code Index
START
1 16 128 17
1 50 160 144
END
Every time the module responds with a Class 1 or Class 2 poll with these points,
the module will update its value to the database.

All the points configured in this section are sent from the slave to the Master. The
protocol specification refers to this data flow as the Monitor Direction.

This step should be repeated for each sector.

Step 6: Command Configuration (Control Direction)

The user might also configure the Master to send commands to slaves. The IEC
60870-5-103 protocol specification refers to this data flow as Control Direction.
The commands include general commands, interrogation requests, and time
synchronization requests. In order to configure a command, refer to the [IEC-103
Master Commands] section:

[[EC - 103 Master Commands]

#

# Enable code field is as follows:

# 0= Disabled

# 1= Enabled with Poll Interval (seconds) utilized

# 2= Conditional (executed when point in data base changes)

#

# Database Index is the location in the module's database to use as the source
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# for the data in the command. The data type field determines
# the meaning of the index as follows:
# Type Description DB Index type
# mmmm mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm——— ——————
# 6 Clock synchronization NA
# 7 General interrogataion NA
# 20 General Command Bit address
#
# Poll Interval field is utilized when the Enable Code is set to 1. This field
# determines the minimum number of seconds to wait between each
# execution of the command.
#
# Session Index represents the session index in the module to associate with
the
# command. This index is set when the session is read in from
# this file. The range of values for this field is 0 to 31.
#
# Sector Index represents the sector index for the specific sessi on. The range
# of values for this field is 0 to 4.
#

# Data type file represents the ASDU type as follows:
# 0= Special command

# 6 =Time synchronization

# 7 = General Interrogation

# 20 = General Command

#

# Function code

# Code Definition

128 Distance protection

160 Overcurrent protection

176 Transformer differential protection
192 Line Differential protection

205 Meter Data for SIEMENS Devices
255 Global function type

Point Index field is used to specify the address in the remote slave device
of the point to interact with.

Override Flag field is used for general commands to determine the value
to be written. If the override flag is clear (0), the value
in the database will be utilized. If the override flag is set

the value specified in the override value field will be used.

Override Value field is utilized if the override flag is set. This can be
used to always force a control parameter to a fixed value. The
Enable code 2 and the database value for the command can be used
to determine when the value should be written.

HEHRFHRFFEDHBFRERIERFTERERHE

# Enable Database Poll Session Sector Data Func P oint Ovrd Ovrd
# Code Index Interval Index Index Type Code Index Flag Val
START

1 0 0 0 0 6 255 0 O O
1 10 0 0 0 7 255 0 0 O
END
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When sending a General Command, the user might associate the source data

with a register in the MVI56-103M database to be sent to the remote slave. The

following example will send 8 commands to the slave configured as Session

0/Sector 0. When using a General Command, the bit addressing should be used:
#Enable DB  Poll Session Sector Data Func Point Ovrd Ovrd

# Code Index Interval
START

16000
16016
16032
16048
16064
16080
16096
16112

RPRRPRRPRPRRRR
lcNeNeNcNeNeNoNe)

END

[eNeNeNo)

[eNe)

[eNeNeNo)

o o

20
20
20
20

20
20
20

128
128
128
128
0
128
128
128

Index Index Type Code Index Flag Val

16 0 O
17 0 O

18 0 O

19 0 O

0 20 128 23 0 O

24 0 O

25 0 O

2 6 0 O

Refer to the device specification for the Point Index (Information Number) listing
available for control direction.
The module can also send a periodic General Interrogation command in order to

initialize and refresh the event-updated points in its database. The slave keeps a
list of all data subject to General Interrogation.

Step 7Transfer the Configuratiqrage68 from the Computer to the module.
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2.3

[Backplane Configuration]

This section provides the module with a unique name, identifies the method of
failure for the communications for the module if the processor is not in RUN
mode, and describes how to initialize the module upon startup.

2.3.1 Module Name

0 to 80 characters

This parameter assigns a name to the module that can be viewed using the
configuration/debug port. Use this parameter to identify the module and the
configuration file.

2.3.2 Read Register Start

0 to 4999

The Read Register Start parameter specifies the start of the Read Data area in
module memory. Data in this area will be transferred from the module to the
processor.

Note:Total user database memory space is limited to the first 5000megiskersemory.

addresses 0 through 4999. Therefore, the practical limit for this parameter is 4999 inus the value
entered fdRead Register Cqugtt that the Read Data Area does not try to extend abo' = address
4999. Read Data and Write Data Ared® rooisfigured to occupy separate address rar Jes in

module memory and should not be allowed to overlap.

2.3.3 Read Register Count

0 to 5000

The Read Register Count parameter specifies the size of the Read Data area of
module memory and the number of registers to transfer from this area to the
processor, up to a maximum of 5000 words.

Note:TotaRead Register CoantWrite Register Cocahnot exceed 5000 total register .
Read Data and Write Data Areas must be configuredsepacaigpgddress ranges in
module memory and should not be allowed to overlap.
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2.3.4 Write Register Start

0 to 4999

The Write Register Start parameter specifies the start of the Write Data area in
module memory. Data in this area will be transferred in from the processor.

Note:Total user database memory space is limited to the first 5000 registers of moc ile memory,
addresses 0 through 4999. Therefore, the practical limit for this parameter is 4999 inus the value
entered faWriteRegister Coyrso that the Write Data Area does not try to extend abo\ 2 address
4999. Read Data and Write Data Areas must be configured to occupy separate ad( ‘ess ranges in
module memory and should not be allowed to overlap.

2.3.5 Write Register Count

0 to 5000

The Write Register Count parameter specifies the size of the Write Data area of
module memory and the number of registers to transfer from the processor to
this memory area, up to a maximum value of 5000 words.

Note:TotaRead Register CoantWrite Register Cocannot exceed 5000 total register .
Read Data and Write Data Areas must be configured to occupy separate address r inges in
module memory and should not be allowed to overlap.

2.3.6 Failure Flag Count

0 through 65535

This parameter specifies the number of successive transfer errors that must
occur before halting communication on the application port(s). If the parameter is
set to 0, the application port(s) will continue to operate under all conditions. If the
value is set larger than 0 (1 to 65535), communications will cease if the specified
number of failures occur.

2.3.7 Pass-Through Events

Y or N (N = Default)

This parameter specifies if event messages received on the Master ports will be
passed to the processor. If the parameter is set to N, event messages will not be
passed to the processor. If the parameter is set to Y, the module will pass all
events received to the processor using block identifier 9903.
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2.4 [IEC-870-5-103 Master]
This section establishes the total number of slaves to communicate with through

both application serial ports.

[IEC - 870- 5- 103 Master]
Session Count : 1#1to 32 - maximum number of slaves on all channels

2.4.1 Session Count

1to 32

This parameter specifies the maximum number of sessions to establish on the
module. This corresponds to the number of slaves to be interfaced with the
module. This value represents the total number of slaves on all ports.
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2.5 [IEC-870-5-103 Master Port x]

These section configures the communication parameters for each application
serial port on the module. The following illustration shows typical settings for a
Master port.

[IEC - 870-5- 103 Master Port 0]

Baud Rate : 19200
Parity : Even

RTS On :0

RTS Off 01
Minimum Delay 110
Receive Timeout 1 2000

Single char ACK FO,10r3 :Yes

2.5.1 Baud Rate

This is the baud rate to be used on the port. Enter the baud rate as a value. For
example, to select 19K baud, enter 19200.

Baud Rate Parameter Value Options
110 110

150 150

300 300

600 600

1200 12 or 1200

2400 24 or 2400

4800 48 or 4800

9600 96 or 9600
19,200 19, 192 or 19200
38,400 38, 384 or 38400
57,600 57 or 576
115,200 115 or 1152
2.5.2 Parity

N, O,E, M, orS

This parameter sets the parity to be used on the port. The values correspond to
the following settings: N=None, O=0dd, E=Even, M=Mark and S=Space.

Note:The 103M specification supports only Even Parity.

2.5.3 RTSOn

0 to 65535 milliseconds

This parameter sets the number of milliseconds to delay after Ready To Send
(RTS) is asserted before data will be transmitted.
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2.5.4 RTS Off

0 to 65535 milliseconds

This parameter sets the number of milliseconds to delay after the last byte of
data is sent before the RTS modem signal will be set low.

2.5.5 Minimum Delay

1 to 60000 milliseconds

This parameter specifies the minimum number of milliseconds to delay before
sending the message (setting RTS high). This can be used when the serial
network requires time for units to turn off their transmitters.

2.5.6 Receive Timeout

1 to 65535 milliseconds

This value represents the number of milliseconds to wait on a port from the time
the first character is received until the last character in the longest message is
received. This parameter will be dependent on the baud rate. A value of 2000
should work with most applications.

2.5.7 Single char ACK FO, 1, or 3

Yes or No
This parameter specifies if the signal E5 character will be used for ACK
messages.
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2.6 [IEC-103 Master Commands]

This section can contain up to 1000 user defined commands to be executed by
the module and sent to the controlled devices. There is no need to place Class 1
or Class 2 polls in this list for the controlled devices as the Master driver for each
port will execute these automatically when the port is idle. In order for the port to
be idle, make sure that there is idle time available, and that the commands do not
constantly utilize the ports. The command list section starts with a reserved label
START and ends with the label END. Each row in the file corresponds to an
individual command with the first character position in each row left blank (white
space).

As an alternative to using a command list, blocks with an identification code of
9901 can be used to issue commands from the ladder logic.

2.6.1 Enable Code

0 = Disabled
1 = Enabled, will execute using Poll Interval parameter (page 40) (seconds)
2 = Conditional (executed when point in database changes)

This field defines whether the command is to be executed, and under what
conditions. To disable the command, set this parameter to O (Disabled). You can
still execute commands through the processor, using a Special Function block.

To enable the command, set this parameter to 1.

A Set the Poll Interval Time to 0 to execute the command during each scan of
the command list.

A Set the Poll Interval Time to a value in seconds, to execute the command at
the specified interval (page 40).

To execute the command only if the internal data associated with the command
changes, set this parameter to 2. This value is valid only for write commands.

2.6.2 Database Index

Database Index is the location in the module's database to use as the source for
the data in the command. Refer to Data Type for specific information on
addressing (page 41).
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2.6.3 Poll Interval

This parameter specifies the minimum frequency at which the module should
execute the command when the Enable Code is set to one 1. The value is
entered in units of seconds. For example, to execute a command every 10
seconds, enter a value of 10 in the field. A value of O for the parameter implies
that the command should be executed every scan of the list, as quickly as
possible.

2.6.4 Session Index

0to 31

Session Index represents the session index in the module to associate with the
command. This index is set when the session is read in from this file. The range
of values for this field is 0 to 31.

2.6.5 Sector Index

Oto4

Sector Index represents the sector index for the specific session. There are a
maximum of five (5) sectors per session.
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2.6.6 Data Type

When interfacing data in the processor to that of the IEC 60870-5-103 protocol, it
is important that the user understand the mapping of the data types to their
corresponding representation in the modules database. The following table lists
the data types supported by the module and their associated storage

representation:
Type ID  Description Data Representation
1 Time-tagged messages with each data Dual-bit status (7.2.6.5 with 00b (0 decimal) =

point represented by two bits.

not used, 01b (1 decimal) = Off, 10b (2
decimal) = On and 11b (3 decimal) = not used

2 Time-tagged messages with relative Dual-bit status (7.2.6.5 with 00b (0 decimal) =
time with each point represented by not used, 01b (1 decimal) = Off, 10b (2
two bits. decimal) = On and 11b (3 decimal) = not used

3 Measurands with quality descriptor. Measurand with quality descriptor (7.2.6.8)
The lower 3 bits of the values Bit 0: 0 = No overflow, 1 = Overflow
represented in this data type contain Bit 1: 0 = Valid, 1 = Invalid
status information. The upper 13 bits of pgj; - Reserved
the value contained a signed, 12-bit Bits 3 to 25 Value from -1..+1-22
number. This data type will return from
1 to 4 values. The number of words
received is dependant on the
information object number and the
slave device.

4 Time-tagged measurands with relative  Short floating-point number stored in IEEE
time with the value in the packet STD 754 format (Fraction, Exponent, Sign)
represented by a single floating point  (7.2.6.20)
number.*

5 Identification data composed of 12 Byte data as defined in 7.2.6.2. First 8 bytes
characters of data. Each pointin are characters 1 to 8 and last 4 bytes are
defined of this data type should reserve manufacture bytes either decimal (0 to 255) or
12 bytes (6-word addresses) in the as ASCII characters.
database for the data received.

9 Measurands with quality descriptor. Measurand with quality descriptor (7.2.6.8)
The lower 3 bits of the values Bit 0: 0 = No overflow, 1 = Overflow
represented in this data type contain Bit 1: 0 = Valid, 1 = Invalid
status information. The upper 13 bits of i 2: Reserved
the value contained a signed, 12-bit Bits 3 to 25° Value from -1..+1-2%2
number. This data type will return from
1 to 9 values (some slaves may return
up to 16 values). The number of words
received is dependant on the
information object number and the
slave device.

20 General command to control a dual- Dual-bit status (7.2.6.4 with 00b (0 decimal) =

point object. Each command issued by
the module uses the values of two
adjacent bits in the database or an
override value specified by the user
command.

not used, 01b (1 decimal) = Off, 10b (2
decimal) = On and 11b (3 decimal) = not used

* The words should be swapped in the ladder logic.

As shown in the previous table, all bit types are addressed as bits in the modules
database.

For additional details, refer to Addresing the Data Types.
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2.6.7 Function Code

Code Definition

128 Distance protection

160 Overcurrent protection

176 Transformer differential protection

192 Line Differential protection

255 Global function type

133 Meter Data for SIEMENS Devices
Reset Process

2 Class 2 Polls

X User-defined

Note:The last item in fhenction Codizopdown list is udefined. If you seléSERDEFINED
from the dropdown list, a text box will appear below the list. You may enter any fun tion code in
this text box that will be accepted by the destination slave.

2.6.8 Point Index

The Point Index specifies the point address to be accessed in the remote slave
device.

Index Value Description

Bit address with each point occupying 2 bits

Bit address with each point occupying 2 bits

Word address with each point occupying 4 words

Double-word address for the single float value

Byte address with each point occupying 12 bytes

O | [W[IN|F

Word address with each point occupying 9 words

2.6.9 Override Flag

Oor1l

Override Flag field is used for general commands to determine the value to be
written. If the override flag is clear (0), the value in the database will be utilized. If
the override flag is set (1), the value specified in the override value field will be
used.

2.6.10 Override Value

If the Override Flag is set to "Yes", you can use this setting to always force a
control parameter to a fixed value. Use Enable code CONDITIONAL and the
database value for the command to determine when the value should be written.
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2.7 [IEC-103 Master Session x]

This section defines Session y, which runs on Port x. The Session Count
parameter in the [IEC-870-5-103 Master] section of the configuration (page 36)
determines the number of sessions (controlled devices) for this port.

The sessions are referenced by a zero-based index value. For example, if the
module is configured for four sessions, the configuration file should contain
sections for Sessions 0 to 3 (that is, [IEC-103 Master Session 0] to [IEC-103
Master Session 3]).

The parameters in [IEC-103 Master Session y] define the characteristics of the
specific controlled device to interface.

2.7.1 Communication Port

Oor1l

This parameter sets the port to which the controlled device is connected. On this
module, values of 0 and 1 are permitted.

2.7.2 Sector Count

1to5

This parameter sets the number of sectors contained in this controlled device.
The range of values is from 1 to 5. A sector section is required for each sector in
a session to define its database and settings.

2.7.3 Data Link Address

0 to 65535

This parameter defines the Data Link Address for the device emulated on the
module. This address identifies the module on the network along with the
common address of ASDU.

2.7.4 Failure Delay

0 to 2000 seconds

This parameter sets the minimum number of seconds to delay before polling this
session when it is not online. This parameter is only used in unbalanced mode.

2.7.5 Confirm Timeout

0 to 4,294,967,295 (two raised to the power of 32, minus one) milliseconds

This parameter sets the number of milliseconds to wait for a confirm response
from the controlled device.
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2.7.6 Retry Count

0 to 255

In balanced mode, this parameter specifies the number of retries (0 to 255) if a
response is not received. In unbalanced mode, this parameter is ignored.

2.7.7 C1/C2 Poll Count Pend

0 to 65535

This parameter sets the maximum number of Class 1 and Class 2 polls
performed on this session before trying the next session. This parameter
prevents a session from monopolizing the communication port.

2.7.8 Class 1 Polls

0 to 100

This parameter sets the maximum number of Class 1 polls performed on this
session before switching to another session. This parameter prevents a session
from monopolizing the communication port.

2.7.9 Class 1 Pend Delay

0 to 4,294,967,295 (two raised to the power of 32, minus one) milliseconds

This parameter sets the minimum number of milliseconds to delay between Class
1 polls for pending data.

2.7.10 Class 2 Pend Delay

0 to 4,294,967,295 (two raised to the power of 32, minus one) milliseconds

This parameter sets the minimum number of milliseconds to delay between Class
2 polls for pending data.

2.7.11 Class 1 Poll Delay

0 to 4,294,967,295 (two raised to the power of 32, minus one) milliseconds

This parameter sets the minimum number of milliseconds to delay between each
Class 1 poll.

2.7.12 Class 2 Poll Delay

0 to 4,294,967,295 (two raised to the power of 32, minus one) milliseconds

This parameter sets the minimum number of milliseconds to delay between each
Class 2 poll.
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2.8 [IEC-103 Master Session x Sector y]

This section defines Sector z, which belongs to Session y. The Sector Count
parameter (page 43) in the [IEC-870-5-103 Master Session y] section specifies
the number of sectors for the session.

Each sector has a corresponding [IEC-103 Master Session y Sector z] section,
where y represents the session index and z represents the sector index.

The sectors are referenced by a zero-based index value. For example, if Session
0 is configured for four sectors, the configuration file should contain sections for
Sectors 0 to 3 (that is, [IEC-103 Master Session 0 Sector 0] to [IEC-103 Master
Session 0 Sector 3)).

2.8.1 Common ASDU Address

0 to 255

This parameter sets the common ASDU address to association with this sector of
the specified session. This parameter is usually set the same as the Data Link
Address when only one sector is used.

2.8.2 Online Time Sync

Yes or No

This parameter specifies if the sector in the controlled device will be sent a time
synchronization command when the unit is first recognized as being online. This
should only be used for devices that do not send an EOI message after
initializing.

2.8.3 Online General Int

Yes or No

This parameter specifies if the sector in the controlled device will be sent a
general interrogation command when the unit is first recognized as being online.
This should only be used for devices that do not send an EOI message after
initializing.

2.8.4 EOI Time Sync

Yes or No

This parameter specifies if the sector in the controlled device will be sent a time
synchronization command after this module received an EOl message from the
controlled unit.

2.8.5 EOI General Int

Yes or No

This parameter specifies if the sector in the controlled device will be sent a
general interrogation command after this module received an EOI message from
the controlled unit.
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2.8.6 ASDU Type

This field contains the ASDU type code for the data contained in the message.

1 = Time-tagged message (bit addressed with 2 bits/point)

2 = Time-tagged message with relative time (bit addressed with 2 bits/point)
3 = Measurands | (4 word values using word address using double-word
address)

4 = Time-tagged measurands with relative time (1 float value)

5 = Identification (12 characters using a byte address)

9 = Measurands Il (9 word values using word address)

205 = Siemens meter data

D> D>

2.8.7 Database Index

Database Index is the location in the module's database to use as the source for
the data in the command. Refer to Data Type for specific information on
addressing (page 41).

The data type field determines the meaning of the database index as follows:

Type Description DB Index type
6 Clock synchronization NA

7 General interrogation NA

20 General Command Bit address

2.8.8 Function Code

Code Definition

128 Distance protection

160 Overcurrent protection

176 Transformer differential protection
192 Line Differential protection

133 For SIEMENS ASDU type 205
255 Global function type

X User-defined

Note:The last item in fhenction Codigopdown list is udefined. If you seldsERDEFINED
from the dropdown list, a text bappeéar below the list. You may enter any function ¢ de in
this text box that will be accepted by the destination slave.
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2.8.9 Point Index
Point Index specifies the address in the remote slave device of the point to

interact with.

Index Value

Description

Bit address with each point occupying 2 bits

Bit address with each point occupying 2 bits

Word address with each point occupying 4 words

Double-word address for the single float value

Byte address with each point occupying 12 bytes

O Ol [W|N|F

Word address with each point occupying 9 words
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2.9 Uploading and Downloading the Configuration File

ProSoft modules are shipped with a pre-loaded configuration file. In order to edit
this file, you may transfer the file from the module to your PC or locate and load
the file from the distribution CD-ROM supplied with the module. After editing, you
must transfer the file back to the module for your changes to take effect.

This section describes these procedures.

ImportantThe illustrations of configuration/debug menus in this section are intender as a general
guide and may not exactly match the configuration/debug menus in your own modt e. For specific
information about the configuratioig/anenus in your module, rdfke tGonfiguration/Det g
Menupages9.

2.9.1 Required Hardware

You can connect directly from your theomputer ds s
module to view configuration information, perform maintenance, and send or
receive configuration files.

ProSoft Technology recommends the following minimum hardware to connect
your computer to the module:

80486 based processor (Pentium preferred)

1 megabyte of memory

At least one UART hardware-based serial communications port available.
USB-based virtual UART systems (USB to serial port adapters) often do not
function reliably, especially during binary file transfers, such as when
uploading/downloading configuration files or module firmware upgrades.

> > >

2.9.2 Required Software

In order to send and receive data over the serial port (COM port) on your
computer to the module, you must use a communication program (terminal
emulator).

A simple communication program called HyperTerminal is pre-installed with
recent versions of Microsoft Windows operating systems. If you are connecting
from a machine running DOS, you must obtain and install a compatible
communication program. The following table lists communication programs that
have been tested by ProSoft Technology.

DOS ProComm, as well as several other terminal emulation programs
Windows 3.1 Terminal
Windows 95/98 HyperTerminal

Windows NT/2000/XP HyperTerminal

The module uses the Ymodem file transfer protocol to send and receive
configuration files from your module. If you use a communication program that is
not on the list above, please be sure that it supports Ymodem file transfers.
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2.9.3 Transferring the Configuration File to Your PC

1 Connect your PC to the Configuration/Debug port of the module using a
terminal program such as HyperTerminal. Press [?] to display the main
menu.

MOULE HEHU
T=Display Menu
B=Data Analyzer
B=Block Transfer Statistics
C=Hodule Configuration
D=Databaze View
R-Receive Hodule Configurotion
- Module Confiauration
V=Yerzion Information
W-Harm Boot Hodule

Esc=Exit Program

Corractacion a7 Futn cetact | ST ML ram

2 From the Transfer menu in HyperTerminal, select Receive File.

ta f
B-Block TransFer Statistics
C=Madule Conf iguration
D-Database View
B-feceive Hodule Configuration
$=Send Module Configuration
V-Yarsion Information
Wedarm foot Module

Esc=Exit Program
Press ¥ kew to confirm configuration send?
Sending configuration file:
IRHNSFERRING GUNFIGURHTIUN FILES FROM ProSoft MODULE TO PC;
he Zmodem protocol is used to send the file from the wodule,
Select the EECEIUE menu option and destination directory,

Building configuration file image from wodule.... Reody to Send!

Cormactad 007 Futncetect  STRODEM-1 ram

3 Inthe Receive File dialog box, browse to the location on your PC where the
configuration file should be stored, and select Ymodem as the receiving
protocol.

I Receive File EHE

Place received file in the following folder:

IC:"-.I'vh' Documents', Browse... |

Use receiving protocol:

Zmodem -

Beceive I Close | Cancel |

When you have completed your selections, click Close.
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4 Press [S] (Send Module Configuration), and then press [Y] to confirm the
transfer.

Be G Gen 0 Dot
D & 3 B F

T=Display Menu
A-Data Analyzer
B-flock Transfer Statistics
C=Madule Conf iguration
D-Database View

—Heceive Module Configuration
$=Send Module Configuration
Y=Version Information
Wedarm foot Module

Esc=Exit Program
Press ¥ kew to confirm configuration send!

Sending confiouration file:
TRANSFERRING CONFIGURATION FILES FROM WVI MODULE TO PC;

Select RECEIVE wenu option and receive files » »
cCONFIGURATION FILE TRAWSFERRED TO PG,

Cormactad 07 Futncetect | STEODEM-1 ram

The file transfer will then begin automatically, using the protocol and location
you specified in Step 3.

When the configuration file has been transferred to your PC, the dialog box
will indicate that the transfer is complete.

Confirm Send Configuration File to Remote PC by pressing 'Y’ key....

Sending configuration file:

TRANSFERRING COMFIGURATION FILES FROM MVI MODULE TO PC:

Select RECEIVE menu option and receive files = =
e0CONFIGURATION FILE TRANSFERRED T0 PC.

The configuration file is now on your PC at the location you specified.

Fle Edt Wiew Favorites Tools Help

Qaack ML < | ? /-\‘Search Falders Elv

address |3 CAMYT v oo

iy Y T Flecre
File and Folder Tasks * j CFG Filz
GKE
(29 Make anew folder
0 Publish this folder to
the Web

fa? Shiare Ui (ol

Other Places

g Local Disk ()
() My Documents
@ My Computer
N.J Iy Metwark Places

Details

5 You can now open and edit the file in a text editor such as Windows Notepad.
(page 25) When you have finished editing the file, save it and close Notepad.
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2.9.4 Transferring the Configuration File to the Module

Perform the following steps to transfer a configuration file from your PC to the

module.

1 Connect your PC to the Configuration/Debug port of the module using a
terminal program such as HyperTerminal. Press [?] to display the main
menu.

B EM few C¥ Dwwler e
O w ERELE=N

MOULE HEHU

T=Display Henu

B=Data Analyz,

B Black Transfer Statistics
le Configuration

D Database View

R-Receive Hodule Configuration

$-Send Module Confisuration

V=Yerzion Information

W-Harm Boot Hodule

Ezc=Exit Program

Corractadon a7 Futn cetuct | ST ML ram

2 Press[R] (Receive Module Configuration). The message "Press Y key to
confirm configuration receive!" is displayed at the bottom of the screen.

Eie EOL Gew CH Dnles ted

DF =3 05 F

MODULE HEHU
T=Dizplay Henu
B-Dlata Analyzer
B-Block Transfer Statistics
C=Module Configuration
D-Database View
R-Recaive Module Configuration
= Modula Confisuration
V=Version Information
H-Harw Boot Hodule

Esc=Exit Program

Press V" kew to confirm configuration receivel

commctadon Fubo detact | STRO0 2L m

3 Press[Y]. The screen now indicates that the PC is ready to send.

Be [ New ¥ Do teb
D w 3 LG R

MODULE HEHU
T=Dizplay Menus
A=Data Analyzer
B=Block Transfer Statistics
C=Module Configuration
D=Databaze View
RB-Receive Module Configuration
= Module Configuration
V=Yersion Information
W-Harm Boot Module

Esc=Exit Program
Pross 'Y kev to confirm configuration receiwve!
Receiving configuration file:
TRANSFERAING COMFIGURATION FROM PC T0 ProSoft MWODULE:

Ising the Pnodem file transfer protocal Se]eci tha SEND
menu option and transfer the configuration fil

comacted 0017 Fubndetect  S7H00 Bk M
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4 From the Transfer menu in HyperTerminal, select Send File.

HOMULE HEK,—~
T=Display. ~0°
B=Data Analyzer
B=Block Transfer Statistics
C=Hodule Configuration
D=Database View
R-Receive Module Configuration
~Send Module Configuration
V=Version Inforsation
W-Harm Boot Module

Esc=Exit Progran
Press 'Y kev to confirm configuration receive!
Receiving configuration file:
TRANSFERRING COMFIGURATION FROM PC T0 ProSoft WODULE:

Using the Zrodem file transfer protoco alact tha SEND
wen option and transfer the configuration file

cormactacnnar Fum datect  STAO0 341 um

The Send File dialog appears.

M Send File

Folder: C:\Documents and Settings \mrodrigues

Filename:

|[ Browsze. . ]

Protocol:

Zmodem

[

Lloze ” Cancel ]

5 Use the Browse button to locate the configuration file your computer.

Select File to Send

Look i | (3 Ml v of e m
Y [LlFiLE crc]
My Recent
Documents
—
€]
Desktap
My Documents
My Computer
File pame: [FILECRE v e ]
MyMNetork  Fllesof ype:  AlFies ') v [ cenca |

Note:This procedure assumes that you are transferring a newly edited configuratior file from your
PC to the module. However, the factory default configuration file is also available o the ProSoft
CD, as well as from the ProSoft Technology web site.

6 Select Zmodem as the protocol.
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7 Click the Send button. This action opens the Zmodem File Send dialog box.

Zmodem file send

Sending: | CAMYISFILE.CFG

Packet; Error checking: File size:
Retries: I:I Tatal retries: I:I Files:

Last emar: | |

File: ERRRRR RN RNRRRRnnnnnn Bk, of Bk
Elapzed: 00:00:0 Remaining: I:IThroughput:l:I

[ Cancel |[ cps/bps ]

When the transfer is complete, the screen indicates that the module has
reloaded program values and displays information about the module.

B K o et
D & 3 oG F

Raceiving configuration file:

TRANSFERATNG CONFIGURATION FROM PC T PreSof & WODULE -
Using the Zmodom fila transfor protocol. Select tha SEND
mwenw option and transfer the configuratiem file

FILE TRAWSFERRED FROW PC UNIT

Reloading Program Values. ...
Read Conficuration. ...

cormactacnnar Fum datect  STAO0 341 e

8 Your module now contains the new configuration. To ensure your
configuration changes take effect, please reboot the module by using the
Warm Boot options on the Diagnostics Main Menu or by using the WarmBoot
or ColdBoot options from ladder logic.
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3 Ladder Logic

In This Chapter

X MOAUIE DALA.....iveeeeiiiiie et
x  Command Control Data ODbJECt ..........ccvvvviieeiiiiieieee e,
x  Event Message Data ObjJecCt...........coooiiviiiiieiiiiiiieieee e

x  Adding the Module to an EXisting Project............cccccceeeriiiiiiieneeeeiiieeee,

Ladder logic is required for application of the MV156-103M module. Tasks that
must be handled by the ladder logic are module data transfer, special block
handling, and status data receipt. Additionally, a power-up handler may be

needed to handle the
processor fault conditions.

ni ti

al

zation of t

The sample ladder logic, on the ProSoft Solutions CD-ROM, is extensively
commented, to provide information on the purpose and function of each rung. For
most applications, the sample ladder will work without modification.
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3.1 Module Data

This section describes the controller tags that are defined in the example logic to
interface with the module. The user can extend these tags to meet the
specifications required for their application.

3.1.1 Module Status Data and Variables (1103MModuleDef)

All status and variable data related to the MVI156-103M is stored in a user-defined
data type. An instance of the data type is required before the module can be
used. This is done by declaring a variable of the data type in the Controller Tags
Edit Tags dialog box. The following table describes the structure of the object.

Name Data Type Description
GenStat 1103MStat
BP 1103MBackplane

This object contains objects that define variables for the module and status data
related to the module. Each of these object types is discussed in the following
topics of the document.
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Status Obiject (1103MStat)

This object stores the status data of the module. The 1103MStat object shown
below is updated each time a read block is received by the processor. Use this
data to monitor the state of the module at a "real-time rate".

Name Data Type Description
Scan_Cnt INT
Product_Name SINT[4]
Rev_Level SINT[4]
Op_Sys SINT[4]
Run_Number SINT[4]
Blk_Rd_Count INT
Blk_Wr_Count INT
Blk_Parse_Cnt INT
Blk_Err INT
Evnt_Cnt INT
Evnt_Overflow INT
SesCnt INT
CurCmd INT
CmdBusy INT
CmdMax INT
CmdDelay INT
CmdQueue INT
CmdQCnt INT
Online DINT
ChStat 1103MCHStat[2]

Within the 1103MStat objects are objects containing the status information for
each application port (I103MCHStat). Refer to Channel Status Object (page 58)
for a complete listing of the data stored in this object.
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Channel Status Object (11G3\&Etat)

The 1103MCHStat object holds the status data related to a single IEC 60870-5-
103 Master port. The following table describes the structure of the object.

Data Type Description

State State machine value

CmdReq Number of command requests
CmdResp Number of command responses
CmdErr Number of command errors
Req Number of request messages
Resp Number of responses

ErrSent Number of errors sent

ErrRec Number of errors received
CfgErr Configuration Error Word for channel
Curkrr Current error code for channel
LastErr Last error for channel

This information is passed to the controller from the module with each normal
read block image.

Configuration/Error Status Flags (CfgErr)

The CfgErr word member of the 1103MCHStat reports configuration errors for the
respective server. If the module is not functioning as expected, inspect the value
presented in this object. If a configuration error exists, the associated bit will be
set. A value of zero for the bit indicates the configuration value is valid. This does
not guarantee that the module is configured correctly for your application. The
bits used by this member are shown in the following table.

Bit Code Description

0 0x0001 Invalid baud rate selected

1 0x0002 Invalid parity selected

2 0x0004 Received timeout set to O

3 0x0008 Invalid Port selected for a session

4 0x0010 Invalid sector count for session

5 0x0020 Could not allocate memory for sector of a session.
6 0x0040

7 0x0080 Invalid failure delay or confirm timeout for session.
8 0x0100

9 0x0200

10 0x0400

11 0x0800

12 0x1000

13 0x2000

14 0x4000

15 0x8000
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Backplane Object (I103MBackplane)

The 1103MBackplane object stores all the variables required for the data transfer
operation between the module and the controller. The LastRead data member is
used as the handshaking word to indicate the arrival of new data from the
module. The following table describes the structure of the object.

Name Data Type Description
LastRead INT
LastWrite INT
Blockindex INT

The other members of the object are utilized in the ladder logic to assist in the
data transfer operation.

3.1.2 Data Object

Data for the module is stored in two controller tags for the example ladder logic.
The Read Data (data transferred from the module to the processor) is stored in
the controller tag array, I1103ReadData[ ]. The Write Data (data transferred from
the processor to the module) is stored in the controller tag array, 1103WriteData[
]. Separate tags can be constructed for each data type utilized by the controlled
devices and for each device.
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3.2 Command Control Data Object

In order to support the command control option of the module, a controller tag
array, 1103Cmds[ ] and two Boolean tags, 1103CmdExecutel and
1103CmdExecute2. The bits in the 1103CmdExecute tags trigger ladder logic that
moves the command parameters contained in the 1103Cmds[ ] array out to the
module for execution on the networks. The 1103Cmds[ ] are created using the
User-defined Data Type, 1103Cmd, that contains the data necessary to build a
user command. The following table describes the structure of this object.

Name Data Type Description
DBIndex INT
Session INT
Sector INT
DataType INT
Func INT
Pnt INT
OvrFlg INT
OvrVal INT
Resl INT
Res2 INT

Refer to the Command List section of this document for the definition of each of
the parameters. This option permits execution of user-generated commands from
the ladder logic directly to controlled devices. This feature is especially important
in generating general commands, ASDU 20 object requests.

Example ladder logic to use this feature is shown in the following rung:

103CmdExecute! PO
3 JE Move
Source 1

Dest Local:1:0.Datal1]
0«

QP
— Copy File —
Source M03Cmds[0].DBIndex
Dest Local1:0.Data[2]
Length 10

PO
—— Move —
Source 9901

Dest 1M03mMStat1 BP Lastyvrie
0

PO
Move —
Source 9901

Dest Local1:Q.Data[0]
0 &

HM03CmdExecutel
U
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When the trigger bit (1103CmdExecutel) is set, the module will build a block
9901 with the command contained in the first command of the 1103Cmds[ ]. The
module receives this block and builds and sends the command to the specified
control device. The data for the command element in the 1103Cmds array is
shown in the following illustration.

[=-11 03Cmds(0] {...} 1103Cmd
[+]-1103Cmds[0] DEIndex 0 |Decimal IMNT
[+]-1103Cmds[0] Session 0 |Decimal IMNT
[+]-1103Cmds[0]. S ector 0 |Decimal IMNT
[+-103Cmds[0] DataType 20 | Decimal IMNT
[+]-11 03Cmds[0]. Func 128 |Decimal IMNT
[+]-1103Crmds{0]. Pt 15 | Decimal INT
[+]-11 03Cmds[0]. OwrFlg 1 |Decimal IMNT
[+]-1103Cmds[0] Qe al 2 |Decimal IMNT
[+]-1103Cmds[0] Resl 0 |Decimal IMNT
[+]-1103Cmds[0] Res2 0 |Decimal IMNT

The following rung displays ladder logic to build a 9902 block to place commands
2 and 3 of the user command list configured in the module's command queue:
N03CmdExecute2 PO

5 JE Mave
Source 2

Dest Local1:0Datal1]
0 &

PO
Maove —
Source 2

Dest Local1:0Datal2]
0«

PO
Move —
Source 3

Dest Local1:0.Datal3]
0«

PO
—— Move —
Source 9902

Dest 1103MStat! BP Lastiiite
0 €

O
Move —
Source 9902

Dest Local1:0 Data[0]
0

HO3CmdExecute?
U

When the trigger bit (1103CmdExecute?) is set, the module will build the block
9902 in the output image. The module will receive the new block and place the
commands into the command queue for execution.
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3.3 Event Message Data Object

The module can be configured to pass event messages received from the
controlled devices to the processor. The module sends this information to the
processor in read blocks with identification codes of 9903. The example ladder
logic has a data structure that conforms to the data structure sent for each
element by the module. The following table describes the structure of this object.

Name Data Type Description
SessSect INT

ASDU INT

FuncPnt INT

FaultNum INT

mSec INT

HrMin INT

VDst INT

RelTime INT

val DINT

The example ladder logic defines a 20-element array of the 1103Mevent objects
to hold the data received in a single 9903 block. Ladder logic to handle a 9903
block is shown in the following figure:

EQL P
4 —— Ecual Copy File
Source & [MO03MStat! BP LastRead Source Local:1:1 Data[3]

0« Dest MO3MEvenrts[0] SessSect
Source B 9903 Length 200

A

Mave
Source Local1:1.Datal2]

0
Dest EvertCourt

0 &

This simple logic does not use the message count parameter in the block and will
not work for most applications. It is only provided as an example to display how
to move the 9903 data to a user controller tag. If the message pass-through
feature is utilized, more logic is required to store the messages received. This
feature is most commonly utilized to pass events from the controlled device to an
event logger connected to the processor.
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3.4 Adding the Module to an Existing Project

1 Select the I/0 Configuration folder in the Controller Organization window of
RSLogix 5000, and then click the right mouse button to open a shortcut
menu. On the shortcut menu, choose NEwW MODULE.

=25 Controller My_Controller
[ controller Tags
(23 Controller Fault Handler
[Z3 Power-Up Handler
425 Tasks
= @ MainTask
+] Cﬁ MainProgram
23 Unscheduled Programs
-5 Motion Groups
[E3 Ungrouped Axes
[£3 Add-On Instructions
--£3 Data Types
Cﬂ, User-Defined
] E@, Strings
[ Add-On-Defined
+ Cﬂ, Predefined
g Module-Defined
23 Trends
=425 1/0 Configuration

This action opens the Select Module dialog box:

M Select Module

Module Dlescription endor
+1- Analog
+- Communications
+- Controllers
+1- Digital
+1- Drives
+- Motion
—I- Other
1756-MODULE Generic 1756 Module Allen-Bradley
+1- Spedialty
Ed. | AddFavorie |
By Category By Yendor I Favarites ]
ak | Cancel | Help |

2 Select the 1756-MoODULE (GENERIC 1756 MODULE) from the list and click OK.
This action opens the New Module dialog box.

3 Enter the Name, Description and Slot options for your application. You must
select the Comm Format as DATA - INT in the dialog box, otherwise the
module will not communicate. Click OK to continue.
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Parameter Value
Name Enter a module identification string. Example: 103M_2
Description Enter a description for the module. Example: IEC 60870-

5-103 MASTER COMMUNICATION MODULE

Comm Format

Select DATA-INT.

Slot Enter the slot number in the rack where the MVI56-103M
module is located.

Input Assembly Instance 1

Input Size 250

Output Assembly Instance 2

Output Size 248

Configuration Assembly Instance 4

Configuration Size 0

4 Select the Requested Packet Interval value for scanning the 1/0 on the
module. This value represents the minimum frequency that the module will
handle scheduled events. This value should not be set to less than 1
millisecond. The default value is 5 milliseconds. Values between 1 and 10
milliseconds should work with most applications.

B Module Properties: Local: 1 (1756-MODULE 1.1)

I Inhibit Module

Module Fault

General  Connection ]Module Info] Backplane]

Bequested Packet Interval [RPI): 5.03: ms (0.2 - 750.0 ms)

I~ Major Fault On Conbroller IF Connection Fails while in Run Mode

Status: Offline

Ok | Cancel Help
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5 Save the module. Click OK to dismiss the dialog box. The Controller
Organization window now displays the module's presence.

=25 Controller My_Controller
[ controller Tags
(23 Controller Fault Handler
(23 Power-Up Handler
=453 Tasks
-8 MainTask
+] C& MainProgram
(23 Unscheduled Programs
-5 Motion Groups
(£ Unarouped Axes
[£3 Add-On Instructions
-3 Data Types
Cp User-Defined
] Cﬂ, Strings
g Add-On-Defined
+- L Predefined
+- g Module-Defined
[E3 Trends
-1-423 1/ Configuration
-8 1756 Backplane, 1756-A4
ffa [0] 1756-L63 My_Controller

[ B [1] 1756-MODULE K1

6 Copy the User-Defined Data Types from the sample program into your
existing RSLogix 5000 project.

o ~

Copy the Controller Tags from the sample program into your project.
Copy the Ladder Rungs from the sample program into your project.
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4  Diagnostics and Troubleshooting

In This Chapter

x  Reading Status Data from the Module .......................

x  LED Status Indicators

x  Clearing a Fault Condition

X Troubleshooting...........ccueeiiiiiiieiie e

x  Frequently Asked QUESHIONS .........ccoevvviierieeieiiiiiiee.

The module provides information on diagnostics and troubleshooting in the

following forms:

A LED status indicators on the front of the module provide general information

on the module's status.

A Status data contained in the module can be viewed through the
Configuration/Debug port, using the troubleshooting and diagnostic

capabilities of ProSoft Configuration Builder (PCB).

A Status data values can be transferred from the module to processor memory
and can be monitored there manually or by customer-created logic.

ProSoft Technology, Inc.
February 22, 2013

Page 67 of 152



Diagnostics and Troubleshooting MVI156L03MDEontrolLogix Platform
User Manual IEC 60878-103 Master Communication Module

4.1 Reading Status Data from the Module

The MVI156-103M module returns a status data set to the ControlLogix processor
in each read block. This data is transferred to the ControlLogix processor
continuously with each read block.

The Configuration/Debug port provides the following functionality:

Full view of the modul ebs configuration dat a
View of the modulebds status dat a

Version Information

Control over the module (warm boot and cold boot)

Facility to upload and download the modul ebs <c

> > > >

4.1.1 The Configuration/Debug Menu

The Configuration and Debug menu for this module is arranged as a tree
structure, with the Main Menu at the top of the tree, and one or more sub-menus
for each menu command. The first menu you see when you connect to the
module is the Main menu.

Because this is a text-based menu system, you enter commands by typing the
command letter from your computer keyboard in Prosoft Configuration Builder
(PCB). The module does not respond to mouse movements or clicks. The
command executes as soon as you press the command letter 8 you do not need
to press [Enter]. When you type a command letter, a new screen will be
displayed in your terminal application.

Navigation

All of the submenus for this module contain commands to redisplay the menu or
return to the previous menu. You can always return from a submenu to the next
higher menu by pressing [M] on your keyboard.

The organization of the menu structure is represented in simplified form in the

following illustration:

Child Menu A Child Menu B Child Menu C
Child Sub-Menu 1 | Child Sub-Menu 1 | Child Sub-Menu 1 |

Child Sub-Menu 2| Child Sub-Menu 2|
Child Sub-Menu 3 |

The remainder of this section shows the menus available for this module, and
briefly discusses the commands available to you.

Keystrokes
The keyboard commands on these menus are usually not case sensitive. You
can enter most commands in lowercase or uppercase letters.
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The menus use a few special characters (?, -, +, @) that must be entered exactly
as shown. Some of these characters will require you to use the SHIFT, CTRL, or
ALT keys to enter them correctly. For example, on US English keyboards, enter
the ? command as SHIFT and /.

Also, take care to distinguish the different uses for uppercase letter "eye" (I),
lowercase letter "el" (L), and the number one (1). Likewise, uppercase letter "oh"
(O) and the number zero (0) are not interchangeable. Although these characters
look alike on the screen, they perform different actions on the module and may
not be used interchangeably.

4.1.2 Required Software

In order to send and receive data over the serial port (COM port) on your
computer to the module, you must use a communication program (terminal
emulator).

A simple communication program called HyperTerminal is pre-installed with
recent versions of Microsoft Windows operating systems. If you are connecting
from a machine running DOS, you must obtain and install a compatible
communication program. The following table lists communication programs that
have been tested by ProSoft Technology.

DOS ProComm, as well as several other terminal emulation programs
Windows 3.1 Terminal
Windows 95/98 HyperTerminal

Windows NT/2000/XP HyperTerminal

The module uses the Ymodem file transfer protocol to send and receive
configuration files from your module. If you use a communication program that is
not on the list above, please be sure that it supports Ymodem file transfers.

4.1.3 Using the Configuration/Debug Port

To connect to t heionbelbugdottds Configur at

1 Connect your computer to the modulebds port
2 Start the communication program on your computer and configure the
communication parameters with the following settings:

Baud Rate 57,600
Parity None
Data Bits 8

Stop Bits 1
Software Handshaking None

3 Open the connection. When you are connected, press the [?] key on your
keyboard. If the system is set up properly, you will see a menu with the
module name followed by a list of letters and the commands associated with
them.

If there is no response from the module, follow these steps:
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1 Verify that the null modem cable is connected properly between your
computero6s serial port and the module. A regul
2 Verify that RSLinx is not controlling the COM port. Refer to Disabling the
RSLinx Driver for the Com Port on the PC.
3 Verify that your communication software is using the correct settings for baud
rate, parity and handshaking.
4 On computers with more than one serial port, verify that your communication
program is connected to the same port that is connected to the module.

If you are still not able to establish a connection, you can contact ProSoft
Technology Technical Support for further assistance.

4.1.4 Main Menu

When you first connect to the module from your computer, your terminal screen
will be blank. To activate the main menu, pressthe [?7]k ey on your computer 6s
keyboard. If the module is connected properly, the following menu will appear.

IEC-870-5-103 MASTER COMMUNICATION HODULE
?=Display Menu
B=Block Transfer Statistics
C=Module Configuration
D=Database Yiew
I=1EC-183 Master Menu
P=Backplane Command List
R=Receive Configuration File
$=Send Configuration File
V=Version Information
Esc=Exit Program

CautionSome of the commands available tiamgothis menu are designed for advance |

debugging and system testing only, and can cause the module to stop communical 1g with the
processor or with other devices, resulting in potential data loss or other failures. Or y use these
commands if you aredfically directed to do so by ProSoft Technology Technical Su iport staff.
Some of these command keys are not listed on the menu, but are active neverthele ss. Please be
careful when pressing keys so that you do not accidentally execute an unwanted ¢ mmand

Viewing Block Transfer Statistics
Press [B] from the Main menu to view the Block Transfer Statistics screen.

Use this command to display the configuration and statistics of the backplane
data transfer operations between the module and the processor. The information
on this screen can help determine if there are communication problems between
the processor and the module.

Tip: To determine the number of blocks transferred each second, mark the numbear: displayed at
specific time. Then some seconds later activate the command again. Subtract the | “evious
numbers from the current numbers and divide by the quantity of seconds passed b tween the two
readings.
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Viewing Module Configuration
Press [C] to view the Module Configuration screen.

Use this command to display the current configuration and statistics for the
module.

Opening the Database View Menu
Press [D] to open the Database View menu.

Usethi s menu command to view the current conte
For more information about this submenu, see Database View Menu (page 73).

Opening the IEC-103 Master Menu

Press [I] from the Main Menu to open the IEC-870-5-103 Master Driver Menu.
Use this menu command to view detailed configuration information for the
module.

IEC-103 MASTER Menu Selected

IEC-870-5-183 MASTER DRIVER MENU
?=Display Menu
A=Data RAnalyzer
C=General Configuration
I=Command List Menu
P=Port Configuration Menu
Q=Port Status Menu
S=Session Menu
V=Version
Z=Previous Menu

For more information about the commands on this menu, refer to IEC-103 Master
Driver Menu (page 74).
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Viewing the Backplane Command List

Press [P] from the Main Menu to view the Backplane Data Exchange List. Use
this command to display the configuration and statistics of the backplane data
transfer operations.

IBHCKPLHNE DATA EXCHANGE LIST -- COMMANDS 8 TO 9

TYPE DBREG DBTYPE ADDRESS COUNT LASTERR
0X0000
0X0000
0X0000
0X0000
0X0000
0X0000
0X0000
0X0000
0X0000
0X0000

S o@D
o@D
o@D
o@D
QLI

Tip:Repeat this command atsewend intervals to determine the number of blocks tra sferred
each second.

Receiving the Configuration File
Press [R] to download (receive) the current configuration file from the module.

Sending the Configuration File
Press [S] to upload (send) a configuration file from the module to your PC.

Viewing Version Information
Press [V] to view version information for the module.
Use this command to view the current version of the software for the module, as

well as other important values. You may be asked to provide this information
when calling for technical support on the product.

Values at the bottom of the display are important in determining module
operation. The Program Scan Counter value is incremented each time a
modul eds program cycle is complete.

Tip:Repeat this command atseeend intervatsdetermine the frequency of program
execution.

Exiting the Program

Press [ESC] to restart the module and force all drivers to be loaded. The module
will use the configuration stored in the module's Flash memory to configure the
module.
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Warm Booting the Module
Press [W] from the Main menu to warm boot (restart) the module.

This command will cause the program to exit and reload, refreshing configuration
parameters that must be set on program initialization. Only use this command if
you must force the module to reboot.

4.1.5 Database View Menu

Press [D] from the Main menu to open the Database View menu. Use this menu
command to view the current contents of the module database. Press [?] to view
a list of commands available on this menu.

CE Menu selected

DATABASE WIEW MEML
?=Disp1a¥ MenL
U-S=0isplay 0-9000
S=show again
-=Back 5 Pages
P=Previous Page
+=skip 5§ Pages
M=MexT Page
D=Decimal Display
H=Hexadecimal Display
F=Float Display
A=ASCII Display
M=Main Menu

Jumping to the first page of Memory Addresses 0, 1000, 2000, or 3000

The database is divided into pages that correspond with a specific number of
registers. The total number of database pages and registers depends on the
memory capacity and configuration of the module.

Use the keyboard commands [0], [1], [2], or [3] to display database contents
starting from address 0 (zero), 1000, 2000 and 3000 respectively.

Moving Back Through 5 Pages of Registers

Press [-] from the Database View menu to skip five pages back in the database
to see the 100 registers of data starting 500 registers before the currently
displayed page.

Viewing the Previous Page of Reqisters
Press [P] from the Database View menu to display the previous page of data.

Moving Forward Through 5 Pages of Registers

Press [+] from the Database View menu to skip five pages ahead in the database
to see 100 registers of data 500 registers ahead of the currently displayed page.
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Viewing the Next Page of Registers
Press [N] from the Database View menu to display the next page of data.

Viewing Data in Decimal Format

Press [D] from the Database View menu to display the data on the current page
in decimal format.

Viewing Data in Hexadecimal Format

Press [H] from the Database View menu to display the data on the current page
in hexadecimal format.

Viewing Data in Floating-Point Format

Press [F] from the Database View menu to display the data on the current page
in floating-point format. The program assumes that the values are aligned on
even register boundaries. If floating-point values are not aligned as such, they
are not displayed properly.

Viewing Data in ASCII (Text) Format

Press [A] from the Database View menu to display the data on the current page
in ASCII format. This is useful for regions of the database that contain ASCII
data.

Returning to the Main Menu
Press [M] to return to the Main menu.

4.1.6 I|EC-103 Master Driver Menu

Press [I] from the Main Menu to open the IEC-870-5-103 Master Driver Menu.
Use this menu command to view detailed configuration information for the
module.

Opening the Data Analyzer Menu

Press [A] to open the Data Analyzer Menu. Use this command to view all bytes
of data transferred on each port. Both the transmitted and received data bytes
are displayed. Refer to Data Analyzer (page 79) for more information about this
menu.

ImportantWhen in analyzer mode, program execution will slow down. Only use this ool during a
troubleshooting session. Before disconnecting from the Config/Debug pof§]piesisgp ress

the data analyzer, and then pvsreturn to the main menu. This action will allow the module

to resume its normal high speed operating mode.
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Viewing General Configuration

Press [C] from the IEC-103 Master Driver Menu to display the general
configuration for the protocol. The following illustration shows an example of the
Module Configuration screen:

MODULE CUNFIGURHTIUN
Max Sessions = 0 (of maximum 32)
0x00000008 (bit mapped in hex format)

{of maximum 1000}

]
@ (IDLE)

Online States
Command Count
Current Command
MEMORY COUNTERS:

applRec =0
applTrans = 0
anything = 0

The Busy/ldle message indicates the current activity state of the module. "Idle"
means it is waiting to execute a command. "Busy" means it is executing a
command and is waiting for the response to the request. This does not include
the normal Class 1 and 2 polls as these are automatically generated.

The counter data displays the number of memory areas allocated for the
application layer. When no packets are pending, the counts should all be 0. If
messages are waiting to be sent, the applRec count will indicate the number
waiting to be sent. If many messages are received at the same time, the applRec
count will indicate the number of packets that must be processed. The "anything”
count indicates any other buffer area that is allocated and must be processed by
the application.

Opening the IEC-870-Master Command List Menu

Press [1] from the IEC-103 Master Driver Menu to open the ICE-870 Master
Command List menu. Use this command to view the configured command list for
the module.

IEC-B78-5-183 HASTER COMMAND LIST. COHMANDE B TO 9
EME DEIDE POLLI SES SEC ASDU FUMC FOINT LAST_FOLL LERROH OUR WALU
1 ] iB a a 16 K 1

E

28 128 o 2

a ] i1 a L) 28 138 16 14932 L | 1

a 1684 41 ) a 28 128 17 14932 4 d L]

A 168z 41 H H ZH 1328 18 14932 4 B8 L
1 L] o H H 7255 L] 1 H

wams EHD OF COMMAMD LIST REACHED sess

For more information about the commands on this menu, refer to IEC-870-Master
Command List Menu (page 77).
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Opening the Port Configuration Menu

Press [P] from the IEC-103 Master Driver Menu to open the Port Configuration
menu. Use this command to view the port configuration information for each of
the application ports.

Port Configuration Menu Selected
IEC-870-5-103 HMASTER CHANMEL @ CONFIGURATION
Baudrate = 19200
Parity = EVEN
RTS On =1
RTS Off =0
Mimimum Delay = 308
Receive Timeout = 2000
Single ACK = YES
Data Link Length =1
Use Balanced Mode = NO

The Port Configuration Menu section has more information about the commands
on this menu.

Opening the Port Status Menu

Press [Q] from the IEC-103 Master Driver Menu to open the Port Status menu.
Use this command to verify the status of the Master commands sent through the
port. If the display indicates a communication error, you should compare the
generated error code with the command error codes listed in the Appendices of
this manual.

Port Status Menu Selected

IEC-8708-5-103 MASTER PORT ® STATUS
Commands Executed
Command Responses
Command Err Count
Request Count
Response Count
Error Sent Count
Error Rec Count
Cfg Error YWord
Current Error Code
Last Error Code

x0000

LV | | R | R
oo™

The Port Status Menu section has more information about the commands on this
menu.

Opening the Session Configuration Menu

Press [S] to open the Session Configuration menu. Use this command to view
the session configuration data.

Refer to Session Configuration Menu (page 82) for more information about the
commands on this menu.
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Opening the Sector Menu

Press [1] from the IEC-103 Master Driver Menu to open the Sector Configuration
menu. Use this command to view the Sector Configuration data.

SECTOR CONFIGURATION MENU
?=Display Menu

D=Sector Database Menu
$=Show Again

P=Previous Page

N=Next Page

M=Return to Session Menu

The Sector Configuration Menu section has more information about the
commands on this menu.

Viewing Master Driver Version Information

Press [V] from the IEC-103 Master Driver Menu to view the Master driver version
information.

Returning to the Main Menu
Press [M] to return to the Main menu.

4.1.7 |EC-870-Master Command List Menu

Press [1] from the IEC-103 Master Driver Menu to open the ICE-870 Master
Command List menu. Use this command to view the configured command list for
the module.

Redisplaying the Menu

Press [?] to display the current menu. Use this command when you are looking
at a screen of data, and want to view the menu choices available to you.

Redisplaying the Current Page
Press [S] to display the current page of data.

Moving Back Through 5 Pages of Registers

Press [-] from the Database View menu to skip five pages back in the database
to see the 100 registers of data starting 500 registers before the currently
displayed page.
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